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or	to	identified	categories	of	records	that	may	be	
provided	during	the	course	of	the	parties’	relationship;	

b.	 describes	the	procedures	the	consumer	must	use	to	
withdraw	consent	and	to	update	information	needed	to	
contact	the	consumer	electronically;	and	

c.	 informs	the	consumer	how	the	consumer	may	
nonetheless	request	a	paper	copy	of	a	record	and	
whether	any	fee	will	be	charged	for	that	copy.

4.	 Determine	that	the	consumer,	prior	to	consenting,	is	
provided	with	a	statement	of	the	hardware	and	software	
requirements	for	access	to	and	retention	of	electronic	
records.

5.	 Determine	that	the	consumer	provides	affirmative	consent	
electronically,	or	confirms	his	or	her	consent	electronically,	
in	a	manner	that	reasonably	demonstrates	the	consumer	can	
access	information	in	the	electronic	form	that	will	be	used	
to	provide	the	information	that	is	the	subject	of	the	consent.

NOTE: Oral communications shall not qualify as an electronic 
record.

6.	 If	a	change	in	the	hardware	or	software	requirements	
needed	to	access	or	retain	electronic	records	creates	a	
material	risk	that	the	consumer	will	not	be	able	to	access	or	
retain	subsequent	electronic	records	subject	to	the	consent,	
verify	that	the	financial	institution	provides	the	consumer	
with	the	following:

a.	 statement	of	the	revised	hardware	and	software	
requirements	for	access	to	and	retention	of	electronic	
records;	

b.	 the	right	to	withdraw	consent	without	the	imposition	of	
any	condition,	consequence,	or	fee	for	such	withdrawal;	
and	

c.	 the	consumer	provides	a	new	affirmative	consent	as	
previously	outlined.	

7.	 Determine	that	the	financial	institution	maintains	a	single	
“authoritative”	copy	of	any	transferable	record	relating	
to	a	loan	secured	by	real	property.	Such	record	must	be	
“unique”,	“identifiable”,	and	“unalterable”.

8.	 Determine	that	the	financial	institution	maintains	electronic	
records	accurately	reflecting	the	information	contained	in	

applicable	contracts,	notices,	or	disclosures	and	that	they	
remain	accessible	to	all	persons	who	are	legally	entitled	
to	access	for	the	period	required	by	law	in	a	form	that	is	
capable	of	being	accurately	reproduced	for	later	reference.
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